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Security Fundamentals)
1~ B#PFEREE S 2 H 4 (Introduction to Penetration Testing
Principles and Methodologies)
2~ W % Jo F A fc § # jiF (Reconnaissance and Information
Gathering Techniques)
(=) #HPFEZ2 1 £ 4 % (Performing Penetration Testing and Tools
Introduction)
1~ ®EF 2% R 1 2 fo=2% (Familiarization with Popular
Penetration Testing Tools and Framewaorks)
2~ @ * ZFPFEIEEFF FHRY (Hands-on Exercises with
Penetration Testing Tools)
= ~ OWASP Top 10 4 % (Introduction to OWASP Top 10)
(- )OWASP-+ < R 4EWeb & * 4258 % > kb *& #2it (Overview of the
OWASP Top 10: Most Critical Web Application Security Risks)
(=) b *& i JE 22 2 580 49 (Risk Rating Methodology and Impact
Analysis)
(2)7 ®T3RY - Fe T 1 OWASP Top 1074 ¥ (Hands-on Lab:
Identifying and Exploiting Vulnerabilities from the OWASP Top 10)
2 ~ OWASP Top 10 m & 22 3% (T2 (OWASP Top 10 Details, Including
Hands-on Labs)
(-)i®»~4% 2% % OWASP Top 10 #f %] (In-depth Explanation of
Each OWASP Top 10 Category)
(C) PR E 27 % b)# 1 (Step-by-step Walkthroughs and Real-
World Case Studies)
(2)F TRy R~ J1* {o& f2/kF (Hands-on Labs: Discovering,
Exploiting, and Mitigating Vulnerabilities)
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